Highland’s Commitment

to Cybersecurity

Highland Capital Brokerage is committed to maintaining the confidentiality, integrity, and
availability of our customer and client data across all of our provided services. Our dedicated
cybersecurity team continually monitors the threat landscape for emerging risks and
implements new people, processes, and technology to ensure the continued protection of
company and client data.

Cybersecurity Capabilities

CLOUD INFRASTRUCTURE
Our primary infrastructure sits in the cloud, allowing us to leverage the
security and availability benefits the cloud provides.

MACHINE LEARNING AND THREAT MONITORING

We leverage innovative machine-learning and threat-monitoring capabilities
to alert and act on malicious activity that falls outside of normal use for an
account or service.

RED TEAMING

We continuously scan our websites for vulnerabilities to circumvent security
controls. This provides confidence that our controls are designed and
implemented effectively to protect data.

MFA continues to be instrumental in preventing most account or system
compromises when implemented. Highland enforces MFA on all systems that
support it, and continually works to incorporate MFA in additional systems.

THREAT INTELLIGENCE

We continually monitor multiple threat intelligence feeds to ensure we are
positioned to combat emerging cybersecurity threats and are proactive in
implementing best practices.

Doing business in California as Highland Annuity & Insurance Services.
HCBO01903 | Revised 4/13/22 HIGHLAND
CAPITAL BROKERAGE



